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Abstract 

We  describe a progression fiom pilot studies to development and use  of  domain-spec fzc verification and validation (V& v )  
automation.  Our domain is the testing of an  AIplanning system that forms  a key  component of an autonomous spacecraft. 
We  used pilot studies to ascertain opportunities for, and suitability OJ; automating various analyses whose results would 
contribute to V& V in our domain. These studies culminated in development of an automatic generator of automated test 
oracles.  This was then applied and extended in the course of testing the spacecraft’s AIplanning system. 

(Richardson et al, 1992) presents motivation for automatic test oracles,  and  considered the issues and approaches 
particular to test oracles derivedfiom specfzcations. Our  work,  carried  through from conception to application, confirms 
many of their  insights. Generalizing @om  our  speclfic domain, we present some additional insights and recommendations 
concerning the use of test oracles for V& V of  knowledge-based systems. 
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1. Introduction 

Cost, performance and functionality concerns are driving a trend towards use of self-sufficient autonomous systems in 
place of human-controlled mechanisms. Verification and validation (V&V) of such systems is particularly crucial given 
that they will operate for long periods with little or no human supervision. Furthermore, V&V must itself be done at low 
cost, rapidly and effectively, even as the systems to which it is applied grow in complexity and sophistication. 

Spacecraft - especially deep space probes - exemplify these concerns. We have been involved in V&V of an AI planner 
that is a key component of a spacecraft’s autonomous control system. In (Feather & Smith, 1998) we report our use of an 
automated generator of automated test oracles to support these V&V activities. The pa r is organized to show the 
progression of steps we followed leading up  to this application, and the lessons we hav learnt y reflecting upon our 
experience: D 
0 First  pilot study: rapid automated analysis (Section 2). In this study we determined the viability of a rapid analysis 

approach. We  did case studies of two kinds of traditional design information, yielding confirmation of  the viability of the 
analysis method for this kind of information. 

0 Second pilot study: application to  an autonomous planner (Section 3). We needed this second study to determine 
suitability of the rapid analysis approach to, specifically, checking plans generated by an AI planner. Particular concerns 
were scalability of the approach, and investment of domain experts’ time. The pilot study produced instances of 
automatic test oracles. 

Development of automated generator of planner test oracles (Section 4). Based  on the lessons learned from the second 
pilot study, we committed to developing a tool to be used in actual spacecraft testing. The tool would go beyond the 
capabilities of the second pilot study by both extending aspects of the analyses performed, and automating the generation 
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of the test oracles themselves. 
Application to V&V of spacecraft planner (Section 5). We applied the tool during spacecraft planner testing. Using it, 

we checked thousands of  test cases for adherence to hundreds of flight rules. Additionally, we extended it to perform 
additional validation checks of particularly complex rules. 
Lessons learned (Section 6) .  We describe lessons learned for both software engineering and V&V: 

Our experience re-iterates  several well-understood virtues ofpilot studies as aprecursor to actual  development. 
When domain experts’  time  is a critical resource, follow an  “on-demand”po1icy of knowledge  acquisition. 
V& V can make good use of redundancy and rationale, to increase assurance in the V& V results,  and to assist in 

The use of a database  as the underlying analysis engine has practical applications and benefits. 
Test  oracles shouldyield results  with far more content and structure than simply ‘passed” or ‘tfailed”. 
Translation between  notations is a recurring need, and ideally should be done in such a way as to support 

Conclusions (Section 7). We summarize the relationship of our work to other efforts, and point to areas we believe are 

the development of the V& V technology itself: 

understanding, speciJication and maintenance by domain experts. 

worthy of additional attention. 

2. First pilot study:  rapid  automated analysis 
The first stage was a pilot study that investigated analysis of simple properties of spacecraft designs. This was 

conducted in early 1997, primarily by the first author who, while not an expert in spacecraft, had access to spacecraft 
design documents and spacecraft experts. 
The purpose of this first study was to 
answer the following question: 

Could  simple analyses of 
spacecraft design information be 
performed rapidly by using a 
database as the underlying 
reasoning engine? 

The approach under investigation  was 
founded upon the use of a database as the 
underlying reasoning engine. We used AP5 
(Cohen, 1989), a research-quality 
advanced database tool developed at the 
University of Southern California. The 
architecture of this approach is shown in 
Figure 1 .  Its four main steps were: 

V&V conditions I D:EE;NT h design 
information 

I 
2. Automatic,  or 
semi-automatic Database  schema 

3. Manual . Manually  created  loading of 
translation database 

DATABASE 
Database  queries 

$. 4. Automatic  analysis 
Query  results  (confirmations or anomalies) 

figure 1 - Architecture of First  Pilot  Study 

1.  Manual creation of a database  schema to represent the design information. 

2. Loading the design information into the database. This was made a predominantly automated operation, by 
constructing special-purpose programs to extract information from design documents and translate into the format of  the 
database schema. Automation made the approach practical for handling voluminous amounts of  design information. 

3.  Determining V&V conditions and expressing them as database queries. 

4. Analysis, performed by evaluating the V&V conditions as database queries against the data. The reporting of the query 
results was organized into confirmations and anomaly reports. 

The pilot study examined two sets of design documents - interface diagrams (i.e., summaries of incoming and outgoing 
connections of software modules) and test logs (i.e., traces of behaviors generated in testing of the software components in 
simulations). Modest verification conditions were rapidly and successfully analyzed in this manner. 

2.1. Conclusions drawn  from first pilot study 

Overall, the pilot study answered its original question affirmatively. 

information could be automated with little effort. 
The database could readily be used to represent existing design information, and populating the database with that 



Database queries could be  used to perform simple analyses. The creation of these queries was a relatively 
straightforward, albeit manual, task. 

0 The efficiency of the database was sufficient for the volume of information dealt with in these pilot studies. However, 
questions remained about the scalability of the approach. In particular, checking properties of very large log files was 
anticipated to require a more efficient encoding of those properties. A state-machine based approach, e g ,  (Andrews, 
1998) or (Dillon & Yu, 1994) would perhaps be more appropriate in such circumstances. 
For further details see (Feather, 1998). 

3. Second pilot study: V&V of an  autonomous planner 
The need arose to perform V&V of autonomous spacecraft control systems. The rapid analysis approach of the first 

pilot study was identified as having potential application here. A second pilot study was conducted to investigate this 
potential. This section provides some background on the autonomous spacecraft, and then summarizes the study. 

3.1 An Autonomous Spacecraft 

NASA’s “New Millennium” series of spacecraft is intended to evaluate promising new technologies and instruments. 
The first of these, “Deep Space 1” (DS1, 1998), was launched in 1998. Increased autonomy is one of several innovative 
goals that DS-1 demonstrated (NMP, 1999). The “Remote Agent” (Pell et al., 1996)’ (Pell et al., 1997) is the first artificial 
intelligence-based autonomy architecture to reside in the flight processor of a spacecraft and control it for several days 
without ground intervention. The Remote Agent achieves its high level of autonomy by using an architecture with three 
key modules: 

an integrated planning and scheduling system that generates sequences of actions (plans) from high-level goals, 
0 a intelligent executive that carries out those actions and can respond to execution time anomalies, and 
0 a model-based identification and recovery system that identifies faults and suggests repair strategies. 

The planner is a critical component of the autonomy architecture. The command sequences generated by the planner 
direct navigation, attitude control, power allocation, etc. The entire mission could be jeopardized by an error in a command 
sequence pertaining to any of these areas. For example, the June 1998 loss of contact with the Solar and Heliospheric 
Observatory (SOHO) spacecraft is believed to have involved “errors in preprogrammed command sequences“ (SOHO, 
1998) (fortunately, contact has since been re-established). 

3.2. Automated Verification of Plans’ Temporal Constraints 
The rapid analysis approach of the first pilot study was identified as having potential application to V&V of DS-1’s 

planner. However, the first pilot study had examined traditional design information (interface diagrams and  test  logs), so 
there was uncertainty as  to whether the same approach would work for the planner’s inputs (i.e., goals, initial conditions 
and constraints) and output (i.e., plans). 

A second concern was motivated by the critical resource of planner experts’ time. The first author, who was not a 
planner expert, had done the V&V research. Development of an automated plan checker would clearly require some 
investment of time by the planner experts - but how much? 

A pilot study to investigate this potential was conducted. It sought to answer two questions: 
Could  the  database-based analysis approach be  rapidly  applied  to  automate checking the planner’s 

Could this be  done without a  large investment of time  byplanner  experts? 
generatedplans  against its temporal constraints? 

We entered into this study with a reasonable expectation of success. The planner has to be able to generate plans; its 
constraint language is crafted to simultaneously ease the expression of certain constraints, and limit the form of expression 
to those that it can readily handle. Conversely, the database only has to be able to evaluate queries about a specific set of 
data, a far easier task than the search-intensive task of planning. The database query language is an extensible, general- 
purpose language and so should be capable of straightforwardly expressing the planner’s constraints. The relative 
computational simplicity of checking vs. planning (an instance of Blum’s notion of “simple checker’’  (Wasserman & Blum, 
1997)) also suggested that the development of a sufficiently efficient checker would not itself become a large development 
effort. 

Figure 2 shows the architecture of the approach followed in this second pilot study. 
As before, it is organized into four main stages: 

1. Creation of database schema to represent the plan’s activities. This was confirmed to be a straightforward, manual 

2. Loading the database with plan activities. This was made a completely automatic step in this pilot study. The amount 
task. 



of effort to  do this was small, 
in part because both planner 
and database happened to be 
implemented in the same 
programming language 
(Common Lisp). Had there not 
been this fortuitous coincidence 
of a common implementation 
language, it would have been 
necessary to develop code to 
parse and translate between 
linguistic forms. At worst, this 
would have been a modest 
standard programming task. 

3.  Translation of constraints. 
Representative planner 
constraints were selected for 
hand-translation into the 
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Figure 2 - Architecture of Second  Pilot  Study 

equivalent database queries. The study revealed translation to be feasible, although a somewhat detailed process (see 
the examples in the next section). 

4. Analysis. As before, analysis was automatic, yielding reports of confirmations and anomalies. Importantly, this study 
confirmed that the database approach scaled sufficiently well to efficiently analyze representative plans. (The study 
used actual plans produced during test runs of the DS-1 planner.) 

3.3. Detailed Examples 

3.3. I Example ofplanner constraint 

will convey a feel for the challenges faced in this pilot study: 
(Define-Compatibility 

; ;  Idle-Segment 
(SINGLE ((SEP-Schedule SEP-Schedule-SV)) (Idle-Segment)) 
:duration-bounds [l $us-infinity-] 
:compatibil i ty-spec 
(AND 

The following example of one of the simpler plan constraints, as expressed in the planner’s special purpose language, 

; ;  Thrust  and  Idle  segments must a l l  meet--no  gaps 
(meets 

(SINGLE ((SEP-Schedule SEP-Schedule-SV)) 
(Thrust-Segment (?-any-value- ?-any-value-))))) 

(met-by (SINGLE ((SEP-Schedule SEP-Schedule-SV)) 
((Thrust-Segment  (?-any-value- ? -any-va lue - ) ) ) ) ) ) )  

0 Overall application domain knowledge: “SEP” is an acronym for “Solar Electric Propulsion,” the innovative engine 
that provides thrust to DS-1. “Thrust” and “Idle” are the two main states this engine can be in. 
Knowledge such as this of the spacecraft domain provided useful intuition to the V&V expert, and this second pilot study 
warranted a deeper level of understanding than had been necessary for the first pilot study. 

0 Problem-specific terminology: “SINGLE” has a connotation specific to DS-1’s planner. It introduces a description 
that matches a single interval. (One alternative is “MULTIPLE,” introducing a description that matches a contiguous 
sequence of intervals). 

0 Terminological variants: The overall definition is of a “compatibility.” The V&V expert preferred to think of this as 
a “constraint,” in keeping with the terminology of the database tool. Another example is the LL?-any-value7’ term, 
which serves as a wildcard, indicating any acceptable parameter value may occur in the corresponding parameter 
position. Again, the V&V expert had the exact same concept, but preferred a different syntax. 

0 Confirmation of shared understanding: there were some areas of shared understanding, but these had to be 

This illustrates several areas where knowledge held by the planner experts had to be acquired by the V&V expert: 



confirmed,  not taken for granted. A trivial example is “AND”, which in the above is used to indicate that the constraint 
(compatibility) holds if all of the clauses of this AND hold. More interesting are the terms “meets” and “met -by,” which 
are binary temporal relations between intervals, drawn from the work by (Allen, 1983). 

The net result was that the V&V expert required an intensive session of coaching on the meaning of the planner 
notations (plans and constraint language) at the start of this pilot study, and incremental assistance at various points 
throughout. Overall this did not amount to an undue consumption of planner experts’ time. 

3.3.2. Example of TranslationJi.om Planner Constraint to Database  Query 
Consider the Idle-Segment constraint given earlier. Its essential core is the following: 
(SINGLE ( (SEP-Schedule . . . (Idle-Segment) ) 
:compatibility-spec 
(AND 
(meets (SINGLE ( (SEP-Schedule . . . (Thrust-Segment ( ? ,  ? )  ) ) 
(met-by (SINGLE ( (SEP-Schedule . . . (Thrust-Segment ( ? ,  ? )  ) ) ) 

The fragments (SINGLE ( (SEP-Schedule . . . introduce descriptions that are to match to activities of the SEP 
scheduled in the plan. The first such description is  of an Idle-Segment activity. For every instance of an activity in the 
plan  matching that description, the constraint requires that the logical condition (AND . . . ) is true. The logical condition 
is the conjunct of two clauses. The first says that the matching instance meets a Thrust-Segment activity, i.e., the end- 
point of the Idle-Segment activity exactly coincides with the start point of some Thrust-Segment also in the plan. The 
second says that the matching instance is met-by a Thrust-Segment activity, i.e., the start point of the former exactly 
coincides with the end point of the latter Pictorially, 

7’ Thrust-Sqn-ent  Idle-Sqn-ent T h r u s t - m t  

For translation, this is split into two separate constraints, one for each clause of the conjunct. This allows the checking 
to be conducted separately for each conjunct, so that any anomaly in a plan  can  be narrowed down as much as possible. 
The translated form of the first such conjunct looks close to the following (it has been tidied up slightly for presentation 
purposes): 
(A ( x )  (IMPLIES 

(ac t iv i ty - in -p lan   x  Idle-Segment SINGLE SEP-Schedule) 
( E  (y)  (AND ( a c t i v i t y - i n - p l a n  Thrust-Segment SINGLE SEP-Schedule) 

(meets  x  y) ) 1 ) 1 
A and E are the database’s notations for the logical concepts for-all and exists. IMPLIES and AND have the standard 

logical meaning. a c t i v i t y - i n - p l a n  is a ternary relation (defined for plan checking) that relates an activity name (e.& 
Thrust-Segment) to a keyword (e.& SINGLE) and schedule (e.g., SEP-Schedule). meets is a binary relation (again, 
defined for plan checking) that relates two activities if and only if the end point of the first coincides exactly with the start 
point of the second. 

For this pilot study, some of the more complex planner constraints were also selected for hand-translation. Their 
additional complexity stemmed from references to activities’ parameter values. For example, a constraint that says that 
every Max-Thrust-Time interval whose lst parameter is 100  must end an Accumulated-Thrust-Time interval whose 
parameters are respectively 1 0 0 ,  0 ,  the same value as Max-Thrust-Time interval’s 2nd parameter, and 
WHILE-NOT-THRUSTING. 

3.4. Conclusions drawn  from  second pilot study 

The study answered affirmatively its first question. It demonstrated the feasibility of automating checking of plans. This 
was recognized to be an onerous task to perform manually, and yet thorough checking of plans dictated that it be done (for 
more discussion of the rationale, see (Feather & Smith, 1998)). 

The second question was also answered affirmatively. The planner experts spent some time to bring the V&V expert up 
to speed, and thereafter to answer occasional questions. Their total time expenditure was not excessive. Interestingly, while 
the amount of time expended by planner experts on this task remained well below that expended by V&V expert, it was 



noticeably higher than  had been the case for the first pilot study. Generally, we attributed this to the need to delve into 
more application-specific details, resulting in the need for more coaching of the V&V tool expert by the spacecraft planner 
experts. The first pilot study  had looked at relatively generic design information, the expression  and meaning of which was 
fairly standard. The planner’s inputs and outputs were expressed in a planner specific notation, the semantics of which 
were not intuitively obvious. 

4. Development of analysis tool 
The success of the second pilot study led to the next phase - a commitment to develop an analysis tool that would be used 
during testing of the planner  by the planner experts themselves. While this might appear to be just  a small extension of the 
previous phase, there were several important ramifications of this transition from pilot study to actual development: 

0 Reliance  upon the result: The pilot shadowed the actual spacecraft development effort, but did not promise to yield 
results upon  which  that development effort would rely. Indeed, a valid result of the pilot study could have been that the 
approach was infeasible. In contrast, this phase committed to the development of a tool that the project would rely upon 
during testing. 
The positive results of the pilot studies were necessary precursors to this commitment. Additionally, our realization that 
the analyzer employed an extensible, general-purpose language gave us a justification of why  we could extrapolate those 
positive results to the entire planner constraint language. 

0 Developer and end-user  different people: The pilot study tools were developed primarily by the V&V expert, and 
used by that same  person. In contrast, this phase committed to the development of a tool that would be applied by the 
planner experts with  little,  if any, involvement of the V&V expert during use. 
This motivated two extensions to the approach demonstrated in the second pilot study: (i) automating the translation from 
planner constraints into database queries, and (ii) rendering the outputs of the analysis step in terms understandable by 
the planning experts. 

0 End-user  agenda: the DS-1 planner experts constructed an agenda of capabilities they desired of the to-be-developed 
tool. This featured a prioritized list of capabilities, such that the capabilities to be developed sooner would be the ones 
they predicted would  be of more value to them. 
The preceding pilot studies had helped by providing illustrations of the kinds of analyses that could be accomplished 
employing this approach. The fact that those illustrations were in terms of DS-1 specific information contributed to their 
(the planner experts) ability to see its potential. They were thus able to formulate an  agenda at this stage, supplanting 
what was previously the V&V tool expert’s guess as to what analyses might be interesting andor valuable. 

The architecture of the 
system developed in this phase 
is shown in Figure 3. For the 
remainder of this paper we will 
refer to this system as the 
“planchecker”. It has the same 
stages as the second pilot 
study, but with some additional 
capabilities: 
0 Additional analyses: the 

planner experts asked for 
further analyses beyond 
temporal constraints, notably 
type checking of plan 
elements, and cross-checking 
of plan activities against their 
rationale (information on 
which is included in the 
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Figure 3 - Planchecker  Architecture (changes from 2nd Pilot  Study  shown  in bold 

generated plans). These required loading additional information from plans into the database, and development of 
additional database queries. 

Automatic  translation: there were over 200 instances of temporal planner constraints (counting each lowest-level 
clause as one constraint). Based on the observations of the second pilot study, we recognized that manual translation of 



the whole set would be a tedious task. Worse yet, we expected the set of planner constraints to grow  and change over 
time. In keeping with our overall goal of judicious use of automation, it was decided build an automatic translator that 
would take any constraint expressible in the planner language and generate the equivalent database query. The planner 
constraints fell into a small number of categories, so we judged that a general translator could be constructed. 

0 Extended output: the planner experts wanted the query results to report more than simply “OK” when a plan passed 
the checks. In essence, they  wanted a justification for why a temporal constraint was satisfied. For example, a constraint 
that says every engine-thrusting interval is followed by an engine-idle interval would be justified by listing, for each 
engine-thrusting interval, the specific engine-idle interval found to satisfy the constraint. The need for this extended 
output was twofold: 

extrapolate from the success of the planner at generating a specific plan to gain confidence about the planner in 
general, and 

make available the information that the planner experts would need to guide them in debugging erroneous plans. 
This was especially important. For the same reason that a plan  is laborious to check manually, it is laborious to debug 
manually. The planchecker’s justifications help guide the planner experts to the locations in the plan related to a 
particular constraint. 

0 Coverage analysis: the planner experts also wanted to know which of the planner constraints had  been exercised in 
the plan. For example, only plans  that involved engine-thrusting intervals would exercise a constraint of the form “every 
engine-thrusting interval must . . .,’. 

4.1. Detailed Examples 

4. I .  I .  Automating the translation fiom planner constraints to database queries 
The hallmark of this task  was the need to deal with many small (and to the V&V tool expert often surprising) details. 

Most commonly, these were details of the plan constraint language that the V&V tool expert had  not encountered earlier. 
The representative sample of constraints hand-translated in the second pilot study did not cover the full range of constraint 
language constructs. The discovery of these came to light when the partially developed planchecker was applied to 
increasingly more of the entire set of DS- 1 constraints, and to increasingly many of the plans that  had  been generated. They 
manifested themselves in one of three ways: 

Error (break) during translation, loading or analysis. For example, if the constraint translator encountered a 
variable in a location where it expected a constant. Generally, these were easy to find and understand. A break in the 
middle of analysis required some simple debugging-like activity to trace back to the underlying discrepancy. Since the 
database was implemented on top of Common Lisp, the power run-time environment available in the middle of a break 
made this task fairly simple. 
All these cases resulted in a simple question that the V&V expert would ask of the spacecraft planning experts (e.g., 
“what does it mean to use a variable name as a range value where normally there is an explicit integer?’) 

False alarms - spurious anomalies detected by analysis. Often the automated steps would complete, but would 
report a whole host of (as it turned out, spurious) anomalies. The V&V tool expert generally interpreted a large number 
of anomalies to be indicative of a flaw  in his understanding, rather than a grossly incorrect plan. Indeed, genuine plan 
anomalies were so few  and far between that this was an effective working hypothesis. 
The crucial issue in these cases was finding the underlying cause of the spurious anomalies. The V&V expert would 
spend time to narrow down the likely cause of a reported anomaly. This culminated in a question to ask of the spacecraft 
planning experts. For example, suppose this was the first analysis of a plan that exercised default interval range values for 
one of the temporal relationships. An “anomaly” that could be traced back to one of these defaults would  be indicative of 
a misinterpretation of what the default should be. The V&V expert would then know to ask a specific question about that 
default value. 
This was a somewhat labor-intensive process for the V&V tool expert. Its benefit was that it ensured that the planner 
experts’ (very limited) time  was not squandered unnecessarily. 

False approval - failure to detect anomalies. The surprises that were hardest to recognize and understand were those 
concerning failure to detect anomalies. 
The redundancy of the information in plans was especially useful to help detect these cases. See V&V lesson 1 (in 
section 6 )  for discussion of this issue. 
Additionally, the V&V  tool expert followed the traditional approach of seeding genuine plans with deliberate errors, and 
observing whether the analysis caught them. 

4.1.2. Structure analysis results 
The need to structure analysis results to be more than simply “pass” / “fail” was a strong theme of the planchecker 



development. Some examples of the need for this are as follows: 
All the DS-1 planner constraints take the overall form: for every activity-1 that matches description-1 there exists an 

activity-2 that matches description-2. A constraint of this form  is trivially satisfied if the plan contains no activities 
matching description-1 . The planchecker separates trivial and non-trivial cases in its reports of constraint satisfaction. 

The DS-1 planner generates plans for a segment of the entire mission (e.g., one week). Thus a plan is  bounded  within 
some “horizon”- it has a start and an end.  Yet, the constraints may extend across this planning horizon. Such  an  instance 
is reported as a special kind of constraint satisfaction in which the plan satisfies the constraint within its horizon, but 
defers some residual checking for the next plan. The details of all such deferred checks are included within  the 
planchecker’s report. 

0 In an early version of the planner, a few of the constraints referenced information that is not stored in plans. In 
essence, this external information directed which one of several constraints is to apply. The planchecker’s constraint 
translations handle these circumstances by checking each alternative. If all fail, it is an anomaly. If the plan is found to 
satisfy one of the alternatives, again, a special kind of constraint satisfaction is reported, which included the deduction of 
what the external information must  be to direct the choice of the satisfied constraint. 

The details are domain-specific, but we  see a recurring need to make distinctions among classes of “pass” reports, and 
structure the analysis results accordingly. 

4.2. Insights gained  from development experience 

The development effort did indeed culminate in the planchecker tool (use of which is discussed in the next section). We 
therefore confirmed the validity of the conclusions drawn from the second pilot study. We also gained some further 
insights. These fell into two key areas: 
0 The second pilot study had suggested that the translation from planner constraints to database queries would  be 

straightforward. In practice, automating the translation of the full planner language turned out to be more complex  than 
the pilot study had indicated. While a procedural approach to programming the planchecker’s translator sufficed to meet 
the development goals, we concluded that translation warrants further attention. We will return to this in Section 6 ,  
Lessons Learned. 

In practice, testers need analysis results with more content and structure than simply “pass” or “fail”. Further 
discussion is deferred to Section 6 .  Lessons Learned. 

5. Use of analysis tool 
The planchecker was used by the second author (a planning expert) during testing. Interaction with the V&V expert was 

not required during this phase. 
The planchecker was applied to check each plan generated. Its results were accumulated alongside other statistics about 

the plan generation, e.g., how long it took to generate the plan, how much memory was required to do so. It  was  easy to 
apply in “batch mode” to a whole series of plans. It was tolerably efficient, taking on the order of 2 minutes to complete the 
checking of a typical plan. 

Over the course of use, several sets of changes were made to the planner constraints. Re-translating the entire set  of 
constraints, to generate a new instance of the test oracles, easily accommodated these changes. On these occasions the 
V&V tool expert was on hand. The re-translations went smoothly, with only one instance of the need to step in  and  make a 
corrective modification. There were even changes to the plan format, in response to which the V&V tool expert had to 
(manually) adjust the corresponding portions of the planchecker system. 

5.1 Validation 
The second author (a spacecraft planner expert) extended the planchecker in a particularly interesting manner. On 

occasion, the writers of planner constraints had found it necessary to manually decompose a fairly obvious constraint that 
they want the plans to exhibit into a set of constraints that the planner would accept, and that in combination would achieve 
the original constraint. The need to do this stemmed from the limited forms of expression allowed in the planner constraint 
language. The limitations on forms of expression were there to make planning itself tractable. 

Because the database query language was not so tightly constrained, it was often possible for the planner expert to 
express the original constraint as a single database query. This could then be applied to automatically check plans. Figure 4 
shows the architecture of  this extended use of the planchecker. 
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In essence, this provided an important element of validation. The planning expert was able to confirm that the set of 
constraints, expressed in the planner's input language and used by the planner itself to generate plans, indeed achieved the 
conceptual constraint that was originally envisioned. The key to this was the availability of both a general-purpose 
language in which the conceptual constraint could be expressed straightforwardly, and the automatic capability to translate 
such constraints into their corresponding test oracles. 

Note that prior to the existence of the planchecker, there was no incentive for planner experts to use a formal language 
to state their conceptual constraints, since no general method existed to automatically convert such constraints into an 
equivalent set of constraints in the limited expressivity of the planner language. Once the planchecker existed, the benefit 
of test oracles motivated the formal expression of those conceptual constraints. Of course, the planner experts still had to 
manually convert them into planner constraints, but now  they  had the additional assurance of the validity of that translation 
on all the test cases they executed and checked. 

The implications of this are: 
0 A planner expert was able to master the use of the database language and the special-purpose constructs added to 

represent and reason about plans. Seeing familiar examples (translations of the standard constraints) helped in 
achieving this level of understanding. 

0 The planchecker architecture facilitates such extensions - specifically, automatic loading of plans into the 
database, and automatic evaluation of database queries, can both be reused. (Of course, the translator from planner 
constraint language could not be reused, because the original constraints were not expressible in that language.) 
The net result is extra validation at the cost of very little extra time and effort. 

0 The gap between concept and test can be made narrower than the gap between concept and generation. This is  key 
to effective validation. 

6. Lessons learned 
The lessons we draw from this experience are presented next, beginning with those related to general software 

engineering principles, followed by those specific to V&V. For each, we detail our specific experiences in developing and 
using the planchecker, and then go on to discuss the more general issues of applicability to domains beyond testing of 
planning systems. 

6.1 Software  Engineering  Lesson 1: Pilot Studies 
Our  experience re-iterates several well-understood virtues ofpilot studies as a precursor to actual development. 
Pilot studies provide evidence of feasibility, serve as prototypes and yield examples, which inspire suggestions for 

extensions, further applications, etc. Executable prototypes can demonstrate acceptable run-time efficiency (or lack 
thereof). 

In addition, we found it useful to formulate a justification of why the pilot study approach would extend to the full 
problem. This was needed because we were seeking to apply a relatively novel combination of technology (use of a 
database to underpin a test oracle for a planning system). This meant that we  had little in the way of past experience to 
serve as guide. Additionally, the cases we had considered in the pilot study did not necessarily cover all the features of the 
full planning constraint language. The justification we emerged with took advantaged of the comparison between the 



restricted nature of the domain-specific planner constraint language and the general-purpose nature of the analysis 
language. This justification nicely complemented the evidence provided by the pilot studies’ specific cases. 

Note the  power of domain specific notations ( e g ,  conciseness) comes from their suitability to purpose. Thus in 
proposing to substitute a general-purpose notation for a domain-specific notation incurs a potential expansion in going 
between the  two notations. We circumvented this concern by automating the translation between notations (albeit at the 
cost of  building that translator), so that the cost would be borne by automation, not  by additional manual effort. 

6.2 Software Engineering Lesson 2: “On-Demand” Knowledge Acquisition 
When  documentation  is incomplete and domain experts’ time  is a critical  resource, follow  an “on-demand” policy of 

knowledge  acquisition. 
At the start of the project the V&V expert lacked a complete and fully documented specification of the task (i.e., plans 

and the planner language). Furthermore, the domain experts’ time was very  limited. In response, we followed an “on 
demand”  approach to knowledge acquisition, where the V&V expert would proceed as far as possible before making the 
next enquiry  of the planner experts. This made good use of the planner experts’ limited time and availability, since it kept 
the sum  total of their time small, consumed it in small chunks, and could be done asynchronously (e.g., via email 
exchanges, supplemented by brief telephone calls). 

We  benefited  from the existence of numerous sample inputs (plans and planner constraints). Also, the nature of the task 
clearly circumscribed the areas that the analysis expert would have to master. 

We found it useful to work from an example plan that a planner expert had already vetted as being correct. If the 
planchecker reported faults with such a plan, the V&V expert would know that most likely there was an error in his own 
understanding, or his coding of the planchecker itself. Any remaining anomaly that the V&V expert could not resolve 
would then  be a plausible candidate for a genuine plan anomaly, something the plan expert was very interested in! 

Applicability: when  is “on-demand” knowledge acquisition necessary and possible? 
Lack of complete documentation is likely to be common in fast-paced development efforts conducted by closely-knit 

teams. In  such situations, “on-demand” knowledge acquisition would be appropriate to bring a new team member, or 
adjunct to the team, up to speed. 

Availability of examples of correct behavior can go a long way to providing information (such as in our case, where the 
adjunct was a V&V expert). Scenarios, for example those encouraged by UML practitioners (Douglas 1998), may contain 
the needed level of detail. 

6.3 V&V Lesson 1: Encourage and Use Redundancy and Rationale 
V& V can  make good use of redundancy and rationale, to increase  assurance in the V& V results, and to assist in the 

development of the V& V technology itseg 
Each  plan generated by the spacecraft planner contains both a schedule of activities, and a rationale relating those 

activities to the constraints taken into account in their planning. Checking both of these might appear redundant - surely 
what really matters is whether or not a plan satisfies all the constraints. Nevertheless, we found this redundancy to be 
useful in two  ways: 
1. The planner experts gained additional assurance that their generated plans were correct, in particular, that they 

generated the “right” results “for the right reasons.” 
2. The V&V tool expert made use of the redundancy to extend (and debug) his understanding of the task. Every 

constraint that the planchecker identified as being involved had to be identified in the plan’s rationale, thus forcing the 
planchecker to be complete and correct in its treatment of rationales. Likewise, every constraint mentioned in the 
rationale had to be seen to be involved by the planchecker, thus forcing the planchecker to be complete and correct in its 
treatment of constraints. This helps assure that the planchecker is not reporting “false positives” (plans judged  as correct 
which are actually incorrect). (Andrews, 1998) describes false positives as more serious than false negatives. He 
suggests, “ ... a thorough system of document reviews ... can mitigate the risk of these false positives.” Our experience 
indicates that machine-generated rationale can provide a basis for automating some of this review process. 

Applicability: when  can V&V feasibly employ redundancy and rationale information? 
Not all domains will have interesting redundancy. For example, had our task been to validate the more traditional style 

of spacecraft control software, there would have been little, if any, redundancy or rationale information to exploit. 
Rationale in particular seems to be a hallmark of knowledge-based systems. Expert systems, planners, schedulers, and 
theorem provers are instances of systems that manipulate rules of inference so as  to arrive at a result. 

We observe that  many knowledge-intensive systems offer some form of trace of the reasoning process they followed. 



For example, expert systems reveal a trace of their reasoning process that users can  inspect to assure that they are indeed 
following accepted chains of reasoning to arrive at their conclusions. This was the case in our V&V of DS-1 ’s planner - 
the rationale information was already being generated as part of the output. The way  we  made  use  of  it  is akin to the way a 
proof checker makes use of a theorem prover’s proof-trace: such a proof-checker is  easy to build and, relative to the cost of 
finding the proof in the first place, inexpensive to apply. 

6.4 V&V Lesson 2: Database-based Analysis 
The  use of a database as the underlying analysis engine has practical applications and benefits. 
Based on the first of our pilot studies we had made the argument that database-based analysis was suited to 

“lightweight” V&V (Feather, 1998). The success of this whole effort strengthens our belief in this position, and highlights 
some further benefits. 

The database approach suggests a natural decomposition of the problem into: translating the V&V conditions into 
database queries, loading the data into the database, performing the analyses, and generating the reports. This simple 
architecture nicely separates the key steps. For example, in response to a change in format of plan structures it sufficed to 
modify the planchecker’s database loading portion. Also, this architecture facilitated the planner experts’ extended use of 
the planchecker (i.e., their checking of complex conceptual constraints by manually expressing them as database queries). 

The database itself is used as intermediary between analysis and report generation steps.  The planchecker places 
analysis results back  into  the database, alongside the original data (plans) from which those results are derived. Thus the 
report generation phase has uniform and simultaneous access to both kinds of data regardless of source, considerably 
facilitating the report generation task. 

Applicability: what  are the prerequisites for database-based analysis? 
We identify the following as the key prerequisites, and  go on to discuss their ramifications: 

0 Explicit data be available for analysis 
Data be accessible through files 

0 A “batch” style of analysis is acceptable 
0 V&V  can be formulated as database queries 

The need for explicit data is exemplified by contrasting this database-based approach with model checking. We used 
database-based analysis in the DS-  1 domain to analyze the explicit products of test runs, namely the plans generated by the 
planner. While we can  apply the same approach to design information (e.g., to check that interface specifications of 
different components indeed  match (Feather, 1998)), again, this must be explicit information. Conversely, model checking 
works with an implicit description of a state space, namely a state machine, and checks that properties hold of all the state 
trajectories implied by that machine. Model checking may take advantage of the implicit nature to arrive at its answer far 
faster than would be possible  if the state space had been made explicit and the question asked of that explicit state space. 

Accessibility of data though a file is less significant of a restriction, since most forms of test execution or simulation can 
be configured to yield log files. Analysis of timing requirements, for example, could be accomplished by having the log file 
record timestamps along with events. 

By batch style of analysis  we mean that the entire set of data to be analyzed be available before analysis commences. 
This precludes the application of our approach to on-the-fly analysis while a test run is taking place. On occasion such a 
capability can be very useful, say to terminate a test run that has already revealed a bug (and so whose behavior past that 
point is not of value), or to monitor an ongoing activity (so be able to invoke a fault protection mechanism if an error is 
detected). 

Our experiences suggest that it is usually practical to formulate V&V conditions as database queries. As discussed 
earlier, we made use of an extensible and general-purpose query language (essentially first-order predicate logic). This 
offered expressive power ample for most of  our needs. 

At the more complex end of the spectrum of V&V conditions were the conceptual constraints discussed in Section 5. 
The equivalent AP5 queries were not necessarily elegant or simple, but generally matched the natural language formulation 
in a straightforward manner. 

At the simpler end of the spectrum of V&V conditions expressivity was never in doubt. What mattered was the ease by 
which the automatic generation of queries could be accomplished. For example, in the transition from second pilot study to 
commitment to develop the planchecker, the planner experts asked that the V&V checking be extended incorporate type 
checking of plans. This was a set of very simple checks: 

every instance of an interval in a plan be of the correct type (e.g., the portion of the plan dealing with solar electric 



propulsion must contain only intervals whose types are one of the enumerated solar electric propulsion types). 

argument of a solar electric propulsion standby interval be a non-negative integer). 
0 every instance of an interval in a plan have the correct number of arguments with the correct types (e.g., the first 

The equivalent database queries were simple to express. Importantly, having established the core capability of oracle 
generation, accommodating further simple checks was a very low-cost extension. As we have seen from  the loss of the 
Mars Climate Observer spacecraft (Mars Climate Orbiter, 1999), mistakes in items as simple as units can  lead to disaster. 
An approach that quickly and  easily accommodates checks for such mistakes has practical value. 

6.5 V&V Lesson 3: Analysis Results Need Detail and Structure 
Test oracles shouldyield results  with far more  content and structure  than  simply ‘passed” or “jailed”. 
During the pilot studies it  had sufficed to yield analysis results with trivial structure -they reported either that the object 

had “passed” the analysis test, or  had “failed due to.. . .” (with some simple distinctions among failure cases). 
The planchecker development entailed the generation of analysis results and reports with considerably more structure to 

both the “passed” and “failed” cases. Specifically, reports identified which constraints had been exercised by a plan, and 
that distinguished how constraints had been satisfied: those that were wholly satisfied by the plan, those that deferred some 
condition to activities beyond the plan’s horizons, etc. 

For example, consider the constraint that required every interval of thrusting by the ion engine to be contained by an 
interval of constant pointing during which the spacecraft’s solar panels were oriented towards the sun. 
0 For a plan that contained no intervals of thrusting, the report would indicate that this constraint was “trivially 

satisfied”. 
For a plan that contained one or more intervals of thrusting, the report would indicate for each such  interval whether or 
not the constraint was satisfied. If satisfied, the constant pointing interval would be listed alongside the thrusting 
interval; if not satisfied, the plan would prominently highlight this failure, and list the thrusting interval@) for which 
no containing constant pointing intervals could be found. 

We suspect that there may be general principles by which test oracles can  be built to yield such structured analysis 
results, an area we think is worthy of further attention. 

Applicability: when do details of analysis results need to be presented, and what should their structure be? 
We see the following as motivating factors: 
0 Test Partitioning 
0 Dispatching for further treatment 
0 Debugging 

Testing can rarely cover more than a small fraction of possible system behaviors. Partition testing is one way to 
approach testing of complex systems (see (Gutjahr, 1999) for a recent discussion of partition testing and its effectiveness). 
Test results’ details can indicate where those test cases lie within the space of possible tests, and so be of use to guide 
further test selection. A simple example is testing an assertion of the form A implies B. This is trivially satisfied by any test 
case in which A is false. More revealing is a test case where A is true (and, in order to pass, B is true). The example cited 
above, that every interval of thrusting be contained by.. . , fits this pattern. 

Some analysis results may warrant further treatment, depending upon their details. For example, a plan that deferred 
some condition beyond that plan’s horizon might warrant further checking in conjunction with the preceding and/or 
following plan. 

When analysis reveals a problem, it is obviously helpful to provide details of the problem to aid debugging. 

6.6 V&V Lesson 4: Translation is the key 
Translation  between  notations  is a recurring  need, and ideally  should be done in  such  a way as to support 

understanding, specification and  maintenance by domain  experts. 
The planchecker, and the pilot studies that preceded it, made extensive use of translation between notations. For 

example, the loading of a plan into the database was a simple translation from plan format into database schema format. 
In the pilot studies, it sufficed to perform these translations manually, or to develop procedural-style code to automate 

the translation. In development of the planchecker, translation from planner constraint language to database query language 
was also programmed procedurally, but, because of the complexity of this translation, this had  some untoward 
consequences. Notably, the procedural code was hard to understand and maintain. 

We believe that for translation of this complexity, a more declarative style would be superior. In one such approach, 



translation would be expressed as a set of translation rules, executed by a general-purpose translation rule enginewe would 
hope that such translation rules are readily created, understood and maintained. Subsequent to the development and  use of 
the planchecker, we have explored this issue  by constructing a grammar for the entire DS-1 constraint language in 
POPART (Wile, 1997), a parser-generator tool. Figure 5 shows a fragment of the grammar, and a fragment of a DS-1 
constraint that parses as a CompositeCompatibilitySpec in the grammar. With this grammar we are able to parse  all the DS- 
1 constraint files. 

Compatibil i tySpec := 
TemporalCompatibil i tySpec I CompositeCompatibil i tySpec ; 

C o m p o s i t e C o m p a t i b i l i t y S p e c  := ' (  LogicalOp  CompatibilitySpec + ' )  ; 
LogicalOp :=  ' A N D  I 'OR ; 

T e m p o r a l C o m p a t i b i l i t y S p e c  :=  ' (  TemporalOp { TemporalBoundsSpec#l ) 

TemporalOp :=  ' c o n t a i n e d b y  I ' con ta ins  I ' equal  I 'meets I 'met-by I 
{ TemporalBoundsSpec#2 ) BTokenSpec ' 1  ; 

' s t a r t s  I 'ends I ' before  I ' a f t e r  I ' s t a r t s - a f t e r  I 
'ends-before I ' s tar ts-before  I ' ends-after ; 

TemporalBoundsSpec :=  IntervalTemporalBoundsSpec I 

IntervalTemporalBoundsSpec :=  ' [  TemporalBound#l  TemporalBound#2 ' 1  ; 
VariableTemporalBoundsSpec :=  LEXEME < I  DDLPARAMETERVARIABLEFILTER ; 
TemporalBound :=  TemporalBoundInteger I TemporalBoundSymbol ; 

VariableTemporalBoundsSpec ; 

(AND 
(meets 

(SINGLE ((SEP-Schedule SEP-Schedule-SV)) 
(Thrust-Segment (?-any-value- ?-any-value-)))))  

(met-by (SINGLE ((SEP-Schedule SEP-Schedule-SV)) 
((Thrust-Segment  (?-any-value-  ?-any-value-)))) ) ) )  

Figure 5 -top: fragment of grammar for DS1 constraint language; bottom: fragment of a constraint 

A desirable objective is that planner experts, guided by the translations of their planner constraint language, woul 
readily see how to use and write additional translations. Perhaps they could even go on to use the same approach to extend 
the planner constraint language itself, i.e., to automatically translate the formal expression of a conceptual constraint into 
the set of simpler constraints that the planner language currently accepts. 

Applicability: when is translation a central problem, and how can it be accomplished? 
Translation appears to us to be ubiquitous when seeking to perform analysis. The notations that people use for 

expressing requirements, designs, implementations, etc., are rarely the same notations that analysis tools accept as input. 
Translation bridges this gap. As standard notations come into more widespread use, people build translators from those 
notations to appropriate analysis tools. For example, (Mikk et al.,  1999) describe a translator from Harel's Statechart 
notation into SPIN (input language of the model checker Promela). Prior to such standardization, however, people find the 
need to build domain-specific translators to go between domain-specific, even problem-specific, notations. 

As indicated above, we believe construction of the translators themselves can take advantage of translation-building 
tools. A substantial example of this is  in (Reyes & Richardson, 1998), where the authors employ (Reasoning SDKTM) to 
prototype a domain-specific translator from test specifications to test drivers. Knowledge-based systems are particularly 
suited to these approaches, because of necessity they work with formal, machine-manipulable, notations. Their inputs and 
outputs are in a restricted notation, for which a formal grammar can readily be constructed. 

7. Conclusions 
Our work follows the trend towards the use of automation for generation of test automation. Specifically, our efforts led 



to the development of an automated generator of automatic test oracles. Motivations, issues and approaches to automatic 
test oracles and their construction are presented in  (Richardson  et al., 1992). The viability of their overall approach has 
been demonstrated by other studies, for example (Jagadeesan et al., 1997) presents an industrial application feasibility 
study on automatically constructing testing software for safety properties. Our work can be viewed as another confming 
instance, one that has been carried through from conception to application. Additionally, our work brings to light some 
further areas of concern or emphasis, notably: 

The dominant concern was the limited resource of domain experts’ time, not the efficiency of the test oracle itself. We 
find that in much of the work published on test oracles, efficiency (and therefore scalability) of the test oracles 
themselves is a dominant concern. Commonly, safety properties (typically expressed in some form of temporal logic) 
are turned into finite state machines whose construction ensures their efficiency of execution, for example Dillon & 
Yu, 1994). For our particular application, the pilot studies revealed that efficiency of the test oracles would not be a 
driving concern, and that our database-based approach to analysis would suffice. More important to us was the 
investment of effort that would be required of our domain experts, whose time was in short supply. This led us to 
automate the generation of test oracles from a domain-specific representation. Thus the domain experts’ effort it would 
take to construct that generator became out dominant concern. Approaches that could reduce this kind of effort include 
the parameterized tableaus (Dillon & Ramakrishna, 1996), or the algebraic-signature based mappings of (Reyes & 
Richardson, 1998). 

0 The need to yield needed test results with finer distinctions than simply “passed” or “failed.” Information about 
“passed” cases was useful to for test coverage analysis, and for ascertaining that the test had been passed “for the right 
reasons”. Information about “failed” cases was useful to locate the relevant portions of the plan contributing to those 
failures, and so speed the domain expert in debugging what was going wrong during planning. 

0 For knowledge-based systems that expose a trace of their inference process, it is very worthwhile to extend test oracles 
to crosscheck that inference information against the inference results. This is useful both to lead to increased assurance 
of the correct operation of the system under test, and to assist in the development of the test oracles themselves. 

0 We exploited the relative computational simplicity of checking vs. planning - an instance of Blum’s notion of “simple 
checker” (Wasserman & Blum, 1997). As discussed above, we made do with computationally expensive test oracles, 
giving us the freedom to use a relatively general specification language from which oracles could be automatically 
derived. This gave us the grounds to predict that our approach to building the test oracles would suffice. We were able 
to extend the oracles (and the generation of those oracles) to accommodate additional checks with little additional cost. 
Finally, we were able to introduce an element of vaZidation by offering a formal specification language of more 
generality than the domain-specific language itself; this permitted the more direct statement of intent, from  which test 
oracles could be automatically generated. 

We have based our lessons learned on our experience developing test automation for a spacecraft’s autonomous planner. 
We see this specific application as a domain-specific instance of a wide class of knowledge based systems. Such systems 
pose both challenges and opportunities to V&V. The challenges arise because they are typically critical systems, and 
because the range of possible behaviors they may exhibit is very large. Thorough V&V is required but daunting. The 
opportunities arise because they adopt knowledge-based approaches, in which the data they manipulate is well structured 
and the purposes they fulfill are explicit. The opportunities make possible the vastly increased use of automation in  V&V. 
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